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ABSTRACT

Log data has been used as a basis in understanding and deciding the main functions and state of information systems. It
has also been used as an important input for the various applications in cybersecurity. It is an essential part to get
necessary information from log data, to make a decision with the information, and to take a suitable countermeasure
according to the information for protecting and operating systems in stability and reliability, but due to the explosive
increase of various types and amounts of log, it is quite challenging to effectively and efficiently deal with the problem
using existing tools. Therefore, this study has suggested a multiclass classification of the security severity level of
multi-source event log using machine learning based on natural language processing. The experimental results with the
training and test samples of 472,972 show that our approach has archived the accuracy of 99.59%.
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[Log #1] 220804 161647
promiscuous  mode
[Log #2] 220805 11:3757
entiered failed state.
[Log #3] 220806 (053606
intercepted  an ermor.

localhost kemel device wvirbrQ-nic entered

localhost systemd: Unit esild-mlservice

localhost logstash: { 15122 rufus-scheduler

Fig. 1.

Security event log example
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[Log #1] 220804 161647 localhost kemel device wirbrO-nic entered
promiscuous mode

[Log #2] 220805 113757 localhost systemd: Unit esid-miservice
entered failed state

[Log #3] 220806 053606 localhost logstash: { 15122 rufus-scheduler

intercepted  an error

[Regular Expression]
Numbers =
(2 <=[A-Za-2z0-0]) (- 78+ 2% d +)(2=[ “A-Za-20-9])| ::> Drain
[0-9]+%" Log Parser
[Qutput Format]
<Date> <Time> <Server> <Component>: <Content> @
Date | Time | Server |Comp... Content Evt ID| Template |Parameter

220804|16:16:47 | localhost| kernel |device virbrO-nic .| E1 |device virbr0 __ o
220805|11:37:57 | localhost| systemd | Unit esild-mlser ...| E2 |Unit esild-ml .. o
220805| 5:36:06 |localhost|logstash|{ 15122 rufus-sch _| E3 |{ <* 1512217

W = %

> rufus-s

Fig. 2. Event log parsing example
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[Log #4] level : 10, log : fru-name: error-message

[Log #5] level : 3, log : fru-name: state:[state] error-message

Fig. 3. Log messages of same template having
different security levels each
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BuBX*c.=_3=szvsv(/TI%MS$4!+hd

[Log #7] oscap: msg: "xccdf-result”, scan-id: "0001602316806", content:
"ssg-centos-7-dsxml”, title: "Install AIDE", id
"weedf_org.ssgproject.content_rule_package_aide_installed”, result: “fail”,

severity: "medium”, description: "Install the AIDE package with the
command: § sudo yum install aide”, rationale: "The AIDE package must be
installed if it is to be available for integrity checking." references: "CM-3(d)
(http://nvlpubs.nist. gov/nistpubs/SpecialPublications/NIST.SP.800-53r4 pdf),
CM-3(g) (http:y//nvipubs.nist.gov/nistpubs/Special Publications/MNIST.SP.800-
53r4.pdf), CM-6(d)

(http://nvlpubs.nist. gov/nistpubs/SpecialPublications/NIST.SP.800-53r4 pdf),
CM-6(3) (http://nvipubs.nist.gov/nistpubs/Special Publications/MNIST.SP.800-
53r4. pdf), SC-28
(hittp://nvipubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-53r4.pdf),
S1-7 (http://nvipubs.nist.gov/nistpubs/Special Publications/MIST.SP.800-
53r4.pdf), (http://iase.disa.mil/stigs/cci/Pages/index.aspx), Req-11.5
(https:/fwwwe.pcisecuritystandards.org/documents/PCI_DSS_v3-1.pdf), 1.3.1
(https://benchmarks.cisecurity.org/tools2/linux/CIS_Red_Hat_Enterprise_Lin
ux_7_Benchmark_v1.1.0.pdf), 5.10.1.3 (https:/fwanw fbi.gov/file-
repository/gjis-security-policy-v5_5_20160601-2-1.pdf)", identifiers: "
oval-id: "ovalssg-package_aide_installed:def:1", benchmark-id
"xecdf_org.ssgproject.content_benchmark_RHEL-7", profile-id:
"xcedf_org.ssgproject.content_profile_pci-dss”, profile-title: "PCI-DSS v3
Control Baseline for Red Hat Enterprise Linux 7"

[Log #8] File
'HKEY_LOCAL_MACHINE®System#CurrentControlSetWServices#Fax'
checksum changed

Old md5sum was: 'c3cd076b064ae5383bffb 76f2c5e6341'

New mdSsum is : '823937ef13b2db729a740cee69ac4949"

Old shatsum was: '1eb90355a0c36c94e7de53c20d 3467 4d50fc30be’

New shaflsum is : 'aef986ad16addef77f105b08b703119b406e53d2'

Fig. 4. Event log example with a long line or
multiple lines and complex structure
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Table 1. Samples’ level distribution

level Instances #

0 334065

1 132517

2 12
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Fig. 5. Removal of the uninformative part in
event log data
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3= CountVectorizer(e]3t CV)E  °]&3|

(

[Log #10] level : 5, log : funcion-name: unable to allocate memory, emmor-message

[Log #11] level : 3 log : Nat enough memory for show command

[Log #12] level : 3, log : Failed to attach shared memoary

[Log #13] level : 3, log : Out of memory

[Log #14] level : 5, log : fundion-name: unable to allocate memory for interface-type  interface
[Log #15] level - 3, log : Unable to allocate count bytes of memory

# |log|level| memory |to| allocate| unable|of | for | function | interface | name

10| 1 1 1 1 1 1 0|0 1 o 1 1
11| 1 1 1 0 0 0 0f1 o o o o
1211 1 1 1 0 0 0|0 o o o o
1311 1 1 0 0 0 110 o o o o
1401 1 1 1 1 1 [ 1 2 1 o
1511 1 1 1 1 1 110 o o o o

Fig. 6. An example of tokenization and
vectorization by scikit-learn CountVectorizer



1014 Zkede] Azl 7k e £ olE 200 Bl AT o Eda

=
=i

M

Bag of-Words(15)8 F43}5dc). Fig.6.& 6719
ojMlE 2ol sl CVE o]gs] E=aje} e s}

2 538 7 A BEE F 3 s A 1270
% EAF Ao}, CVE ¥® 7 2o #m=d
2 7 5o 2 AR 228

LR
A AR FAE AR
e EEe e 7

M

Afell= 47297279 AE F 2 W8 2o
of 7 A olake] che Zelevt Fofd A5 2o}
AAR F o2 471888719 AE& Aukd S<;
dle]elel Bl ~E dlole| 2 Abgsllch. A= 2, 4,
6°] oME 2a= Aart BA ot AA AEE
53} HAE dolH2 Ak s o mE Fea
g

7F Sl 2 ks bt gl AE dlolE]d] X
HEE sigirh CV A4 A Hd BEE £5 AF
A ==, AE 1A HAd B2 55 500002
Ag3te] APE FPsisict. Hdl 2F +5 5,000
22 AAsh AA g AEel de =238 53
= F= JH —iL 5,00071& iewml o] &
25 E 209 wWEstE et
wEbA FH E% Z\l"g‘ 5,000.% 117(43]'”4 RF
F719] ¢JHe g 235943 X 50009 Ho] Foixl
t}. RF ZdloA] A48k Er] 5 10022 #A 3}
HA~E doleld] 3 FES
a8t A3 70.67%Y AIEE A=), o
of 3 &% = (confusion matrix)S Zels)
i (Table 2) AMAA EF77F AR o] FoA|x
Wokes & = sirh dlolElAlellA] BaE AT )
‘i‘ﬂ_ 0% 7He 229 v]go] & 70%== AML
5 ol ehd 7§J+—E‘ wlglo R A R4S
W, WElSle] AlgEtE Y NE "‘%’4 B2 Mg
S 2 o A A AZ F =2 09EE M

r-\m

. .
aEes oY ¥

_4

i

§ 25} 3el4t el B2 £ 5003 2000 A
fa slo] wk A% BRE Sdsioln, 47 Hoe

9.59%%} 98.94% % 245}
Table 33} 4= AlE 29}
gAqld] AFE Aol E ao|d Z Xfo]7} ¢1A|

Table 2. Confusion matrix for max token 5000

Predicted

0 1 2 3 4 5 6

0| 166,730 0 0 0 0 0 0

1| 66,039 2 0 0 0 0 0

- 2 6 0 0 0 0 0 0
e 13 2068 1 0 0 0 0 0
|4 5 0 0 0 0 0 0
5 1087 0 0 3 0 0 0

6 4 0 0 0 0 0 0

Table 3. Confusion matrix for max token 500

Predicted

0 1 2| 3| 4] 5| 6

0| 166,357 33 0| 6] 033] 0

1 136 65,893 | 0 | 1 ] 0 |11] 0

- 2 5 1 0/]0[0]O0]0O
g3 34 101 0 [1861] 0 | 73] 0
4 2 0 01 3]0]0]0
5 85 3 0 |143] 0 [859] O

6 0 1 0J]0]0]3]0

Table 4. Confusion matrix for max token 200

Predicted

0 1 2134|5686

0| 166,147 323 0254 1 | 5|0

1 123 65,563 | 23 (327 0 | 5 | 0

- 2 0 1 5/0[001|0

|3 1102 3 01890 0 |74 0

— |4 0 0 005|010

5 20 12 0 |218| 0 |840| 0

6 0 1 00|00/ 3
uk A W gell= 7o A At E FEe] B 74|
sleh. A, A4 AE F 98.6%% AXeL =
Bok AZE 03} 18 AT AEE] ¥F A=
= 2y FHd EE 5 b00em & Ave
85.70%A%, A £2 +& 2008 T A%
54.91%°1ct. AM Bt A= 2, 4, 62 32 A

7} v Holq A AFE Aol WA o o]
plu)gE utell Gllell Ao AM-El 27 dlo]E
Alel| tigt o FHl2 H7e Ade 37k A
7l A Wk 23] el Aske oMlE 2
1 F B B ALEE 7= dolge 47t A
< Futell gl dAdold A 1, 2, 39 A=
Bl &z oWlE 25 o R zpele] A 7wk
TAAc 2= BEE Ed Nk JMEeE v FHa



=] y_y_gﬂg ra x]

(2022. 10) 1015

A=Y
ea7b 18 BolErh =A

2
N
ﬂ
o
o
1
o
)
o o
é

[hid
[e3
>,
N,
ol

lo,

o

=

(m

fru

I

et

o,

8]

ol

R
Shs

B

_O‘L

N

_(

€
51%
tlo
tx
2
I

=

>

. 2, 34 Bhte] oWlE 1 Alel
2] A7) S oWl B Bl AZtE
AHZ ALSEA] sl 2 At olla
27} o2 S5 oS B Wy A B
A B2 A ARE
, 2 R4 A 7 ARE aEEe] RRE
A5l o™ Wshr) leA el e}
AT 7} o 21 dzsd] zg
o] A ARE Bl AZME EFol ukeds}
24 wlo]23(16)S HE3ldrt. wlela
el A5 BEES FE S i EE
HFse 22 Fig.69] Log #13l dislA]
level log", "log out'® 2 EZE FFd= 4
ot} no]zalo] 3ol o|WlE 2 Al X3
= AA BEZeA 7 Eﬁ‘”] M 4 AEE

l.mlj.\_,
lrr‘m_uﬂlﬁiﬂ

o,

i
él"ﬂm

.

fm o
lo

e do o orly — o S
rUlr\

A

o
N,
o AN =y
rﬂ
-,

—_

A 257 =

(

r&

}

rlu
iyl

n:}m-ﬂ
FFI

2o e 3o ) g2
o
e
[o

dt rlo
j& 4n

972&ﬂ4‘%é}ﬁ421ﬂ AslE A5e ugle
o, $F A9e AT A3 A e SHeAE
ﬂdﬂ ke usioh A%l 8T meb o

AFATE 3G 5 AEF (1706 FAshalrh

Iv. & 2

2 34 o BAF A4 Fofel uleh ARSF
ETE Alds =, Bet gk Fofel = ARAl
TAo g4 okel et A4 wt whygel Al
8 o] dasirl E ol HE & o]
WE 27 f3E Z7be] 7R = Hel AZ RS o
AR ERske ]S ool 7€ BEe]
thoFst SR ko] 2ol o3 ok &

A o2 2T 4 =
WAl 2 o] el H)

>
}L
Pl
it
N
£
s
it
N
tu of
>ﬁ“

M
B
_oL
Y

5
FIF

>
&
3
o
v
2
it
o>~
o J
fol
B

—Yi

feu
-
¥
RO
ro, Ay
1

N
)
e el
;=

U

ok,
KO
R
b |
o rx
b g
U

e N

= s
)

o] 2AE wr} Aslsla ApAEA A A
A 93ty ol9} HHfA] v 7153
) 71%S 3 ALt wele °]°17<]—‘;—

w72 Aol A2l )w
ke AlASD, #5 3

S eleict.

fu
LR (S

b X o
i —
&
L

LN )

2o

ﬁo{_l‘

A

ofN
tlo ¢
_%.]_1‘
N
[
F[F
N @

£ oE

rie

4o o2 2w rlo

ok

2_.

K

2

-

References

S. He, P. He, Z. Chen, T. Yang, Y.
Su, and M.R. Lyu,
automated log analysis for reliability
engineering,” ACM Computing
Surveys, vol. 54, no. 6, pp. 1-37, Jul.
2021.

Z. Chen, J. Liu, W. Gu, Y. Su, and
M.R., Lyu,
learning-based system log analysis for
anomaly detection,” arXiv preprint
arXiv:2107.05908, Jul. 2021.

J. Zhu, S. He, J. Liu, P. He, Q. Xie,
7. Zheng, and M.R. Lyu,
automated log

‘A survey on

“Experience report: Deep

“Tools and
benchmarks for

parsing,” Proceedings of IEEE/ACM
41st  International Conference on
Software Engineering, pp. 121-130,
May 2019.

M. Landauer, F. Skopik, M.
Wurzenberger, and A. Rauber,

“System log clustering approaches for
cyber security applications: A survey,”
Computers & Security, vol. 92, pp.

101739-101756, May 2020.



1016 zede] 2] 7wk e Lx ojWlE 29) Mok AT oy T B

(5) P. He, J. Zhu, Z. Zheng, and M.R. for anomaly detection from massive
Lyu, Drain: An online log parsing system logs,” IEEE Access, vol. 6, pp.
approach with fixed depth tree, 30602-30611, Jun. 2018.
Proceedings of the 2017 IEEE (12) T. van Ede, H. Aghakhani, N. Spahn,
International Conference on Web R. Bortolameotti, M. Cova, A.
Services, pp. 33-40, Jun. 2017. Continella, M. van Steen, A. Peter,

(6] R. Yang, D. Qu, Y. Qian, Y. Dai, and C. Kruegel, and G. Vigna,
S. Zhu, “An online log template ‘DEEPCASE: Semi-supervised
extraction method based on contextual analysis of  security
hierarchical clustering,” EURASIP events,” Proceedings of the 43rd IEEE
Journal on Wireless Communications Symposium on Security and Privacy,
and Networking, vol. 2019, no. 1, pp. pp. 522-539, May 2022.
882-895, Dec. 2019. (13) K. Erk, ’Representing words as

(7) J. Raffety, B. Stone, J. Svacina, C. regions in vector space’, Proceedings
Woodahl, T. Cerny, and P. Tisnovsky, of the 13th Conference on
“Multi-source log clustering in Computational Natural Language
distributed systems,” Proceedings of Learning, pp. 57-65, Jun. 2009.
the 11th International Conference on (14) Y. Liu, Y. Wang, and J. Zhang, ‘New
Information Science and Applications, machine learning algorithm: Random
pp. 31-41, Dec. 2020. forest,” Proceedings of the 3rd

(8] M. Du, F. Li, G. Zheng, and V. International Conference on
Srikumar, “Deeplog: Anomaly Information Computing and
detection and diagnosis from system Applications, pp. 246-252, Sep. 2012.
logs through deep learning.” (15) Y. Zhang, R. Jin, and Z.H. Zhou,
Proceedings of the 2017 ACM SIGSAC “Understanding bag-of-words model: A
Conference on Computer and statistical framework,” International
Communications Security, pp. Journal of Machine Learning and
1285-1298, Oct. 2017. Cybernetics, Vol. 1, no. 1, pp. 43-52,

(9) W. Meng, Y. Liu, Y. Zhu, S. Zhang, Dec. 2010.
D. Pei, Y. Liu, Y. Chen, R. Zhang, S. (16) C. Wan, Y. Wang, Y. Liu, J. Ji, and
Tao, P. Sun, and R. Zhou, G. Feng, “Composite feature
"LogAnomaly: Unsupervised detection extraction and selection for text
of  sequential and quantitative classification,” IEEE Access, vol. 7,
anomalies in unstructured logs,’ pp. 35208-35219, May 2019.
Proceedings of the 28th International (17) 'NLP based log analysis test’,
Joint Conference on  Artificial allaboutxai.github.io/ml_d1/2022/08/25
Intelligence, pp. 4739-4745, Aug. /ml_dl-ml LogAnalysis/, Aug. 2022
2019.

(10] “AI competition for predicting security
risk level through log analysis’,
dacon.io/competitions/official/235717/0
verview/description, Aug. 2022

(11) Z. Liu, T. Qin, X. Guan, H. Jiang,

and C. Wang, “An integrated method



AR H 335 =84 (2022. 10) 1017

(M X279

A ¢F 2 (Yangjin Seo) A3

19984 Ftgw #AFegstat (A

20004 Fooste Al (4D

20109 Fooiste HFelgst (b

20043 ~20109: (_,_)/\455@5 27

2010 ~20123: (5)Al5Fete] A3+

20171 ~20204: (‘T‘ FEY CTO

2020 ~&A: (F)elxE AF4%

(FAlEeh | #Y, vAd EL, Cx" A3t wet







